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An Empirical Analysis of Image Augmentation Against Model Inversion Attack in Federated Learning 

BACKGROUND 
 

Federated Learning (FL) is a technology that facilitates a sophisticated way to train distributed data. As the 
FL does not expose sensitive data in the training process, it was considered privacy-safe deep learning. 
However, a few recent studies proved that it is possible to expose the hidden data by exploiting the shared 
models only. One common solution for the data exposure is differential privacy that adds noise to hinder 
such an attack, however, it inevitably involves a trade-off between privacy and utility. This paper 
demonstrates the effectiveness of image augmentation as an alternative defense strategy that has less impact 
of the trade-off. We conduct comprehensive experiments on the CIFAR-10 and CIFAR-100 datasets with 
14 augmentations and 9 magnitudes. As a result, the best combination of augmentation and magnitude for 
each image class in the datasets was discovered. Also, our results show that a well-fitted augmentation 
strategy can outperform differential privacy. 

 
 

APPROACH 
 
Based on the idea of differential privacy that utilizes noise to perturb adversarial queries, we implemented 
a DP-SGD optimizer that stochastically scatters noise during the optimization process to compare its 
performance as a conventional defense strategy. The followings are the default hyperparameter settings: 
first, the clipping threshold that bounds the maximum gradient norm is set to 1, denoted by C=1. We 
determined to utilize the Gaussian noise over Laplacian noise and the amount of Gaussian noise is 
controlled by its standard deviation σ. Three different amount of Gaussian noise is used in this experiment. 
For CIFAR-10, we utilized σ= 0.1, 0.5, and 1.0. For CIFAR-100, we reduced the amount of noise to σ= 0.1, 
0.2, and 0.3 due to the sensitivity towards the amount of noise. As we plan to defend against a 
reconstruction attack that steals training data, we prepared six pre-trained models trained with DP-SGD 
optimizer that injects different amounts of noise. The VGG-11 model introduced in system settings was 
trained 200 epochs each to create pre-trained models. Learning rate and 𝛿𝛿 was set 
to 1𝑒𝑒−31e−3 and 1𝑒𝑒−51e−5 each. 
 
Due to the characteristics of an augmentation, three augmentations (auto contrast, equalize, invert) return 
the same images regardless of magnitude. Also, the reduction range of bits for posterize augmentation was 
defined from 0 to 4 bits. However, we extended the reduction range from 0 to 7 to maximize the effect of 
augmentation. Note that solarize inverts the input pixel above the threshold, so it returns the equivalent 
images with invert augmentation when the magnitude is set to 9 as the threshold is set to 0 
 

 
 



DATA SCIENCE RESEARCH SERIES DATASCIENCE.KENNESAW.EDU 

 

 
 
 

Results  
 

Approximately 780,000 images (390,000 from each of CIFAR-10 and CIFAR-100) were reconstructed 
with various augmentations and differential privacy settings throughout the experiment. Firstly, we 
conducted reconstruction with the pre-trained models that were trained with DP-SGD optimizer with 
different levels of noise. Tables  1 and  2 below show differential privacy-based accuracy for CIFAR-10 
and CIFAR-100. Note that model accuracy is the accuracy of original data with noise, and attack accuracy 
is the accuracy of reconstructed data with DP-SGD optimizer. ResNet-50 and VGG-11 without fully 
connected layers described previously were used for measuring accuracy and making pretrained models, 
respectively. As mentioned previously, DP-based defense inevitably involves utility loss as the noise 
affects the optimization performance in the classification process. In addition to that, DP-based defense 
still leaks some amount of training data in the reconstruction process even when enough amount of noise 
is injected as the noise is scattered randomly in the optimization process. The reconstruction time of each 
image is approximately 4 minutes for differential privacy settings, and 2 minutes for augmented images, 
on average. 
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